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Abstract

Accessibility for the instruments used when
measuring usable security and privacy for di-
verse populations is an increasing concern.
Populations not included in measures taken in
these studies are subsequently not included in
design principles or recommendations.

Increasingly security has moved to mobile
platforms, necessitating measures of usable
security that reflect the challenges and realities
of interacting with that platform. This re-
search addresses the twin challenges of acces-
sibility and security interaction with mobile
devices.

This research looks at the delivery of the Sys-
tem Usability Survey (SUS) questionnaire
through an instrument that can be tailored by
the user to use American Sign Language
(ASL), and other languages. In the study the
SUS is used across a population that included
ASL native speakers, speakers of ASL as a
second language, and non-ASL speakers. The
study measures user satisfaction with a securi-
ty input keyboard designed for a mobile plat-
form.

Introduction

The System Usability Survey (SUS) is accept-
ed as a reliable measure of usability in systems
including privacy and security [24]. Howev-
er, security usability is a greater challenge be-
cause as security researcher Bruce Schneier
says, users don’t want to see security at all
[25]. Any interaction with security is an in-
convenience.

But when looking at security interfaces for
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which users already have low tolerance, the
design of instrument is key to quality in the
reported data [21]. The SUS as an instrument
has been proven as a valid instrument to
measure application usability for mobile
phones [13]. In addition, re-using survey
question that have been previously validated is
a best practice in the use of surveys for meas-
urement. But in measuring security usability,
the context in the survey instrument becomes
more critical [21]. To collect more valid data,
distractors like ads on a webpage, or routing
the user to outside websites just to collect the
survey data should be minimized.

In security interfaces it is important to require
the users to exercise the least amount of cogni-
tive processes possible [20]. Similarly in sur-
vey response, the quality of the data collected
is influenced by the cognitive load on the sub-
ject to comprehend and respond. (Fig. 1)
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Fig 1: Cognitive Process of Survey Response [4]



This cognitive load was a particular concern
for usability researchers at Rochester Institute
of Technology in their research on deaf and
hard of hearing (DHH) subjects in usability
tests [1]. Adding DHH representation in
evaluation studies required an instrument in
their native language, ASL, to reduce the cog-
nitive load on the DHH survey respondents.
This research looks to reduce cognitive load in
the Question Comprehension and Reporting
steps.

Background

One of the most popular, and well-validated,
is the Standardized Usability Scale (SUS), a
standardized questionnaire created by Brooke
(1996) at Digital Equipment Corporation
(DEC) as a quick and dirty assessment of usa-
bility. Over 500 additional research studies
applying SUS have proven that the scale is
quick, but not so dirty assessment [23]. This
questionnaire is considered the best of open-
source norm available [9].

In addition its importance within the United
States, ASL is also used worldwide [27].
Other English-speaking countries such as Brit-
ain and Australia have their own sign lan-
guage, as well as France and Japan. ASL is
the lingua franca of sign language world, and
learned internationally as a second signed lan-
guage. This increases the value of an ASL-
SUS to the research community for recruiting
diverse subjects.

Reading in a non-native languages requires a
greater cognitive load for any study partici-
pant.[1] Half-million people consider ASL
their primary communication mode. English
literacy among U.S. deaf adults is lower than
their hearing peers [28].

English captions are often offered as an alter-
native communication to ASL [12]. But Eng-
lish and ASL are two distinct languages with

separate idioms, grammar, and sentence struc-
ture[3]. Native speakers of ASL may have
difficulty understanding English, similar to
others whose primary language is not English
[19]. For example, when communicating
emergency information during disasters like
hurricanes and national pandemic, ASL inter-
preters appear on screen to provide the deaf
community whose native language is ASL
with complete information.

One in seven individuals have bilateral hear-
ing loss. Hearing loss is most prevalent
among older adults, where the prevalence rises
to three quarters of the population [8]. Since
the use of headphones for long period has be-
come prevalent hearing loss at younger ages
has accelerated [14]. As the world gets noisier
as a whole, hearing loss due to acoustic trau-
ma as well as steady long-term exposure is
becoming a public health concern [15].

Finally, mobile devices are becoming the
technology platform of choice for most people
to interact with throughout their day [22].
More than just a phone, a mobile device can
be an emotional and medical lifeline [5, 17]
for marginalized communities such as the deaf
and hard of hearing (DHH). When assessing
the usability of security and privacy, these
communities can be excluded simply by the
method by which the measurement is made.
If, as Peter Drucker is reported to have said,
“What you can’t measure, you can’t improve”
then what you don’t measure you don’t im-
prove [6].

Research Questions and Hypotheses

The research questions are:
RQ1: Does making the inclusive SUS, make it
more usable for non-English native speakers?

RQ2: Is the inclusive SUS more usable for all
participants?

This leads to the following hypotheses.



HO: Non-English native speakers do not com-
prehend better in their native language in SUS.

H1: Non-English native speakers comprehend
better in their native language SUS.

H2: The inclusive version of SUS is more us-
able for all users

Methodology

This research used a design science research
(DSR) approach. Design research (DR) is re-
search into or about design. DSR is research
using design as a research method or tech-
nique [10]. DSR methodology has a series of
steps that result in specific outputs (Fig 2). It
can be an iterative process, as information
from an evaluation influences the design of
another element [29].

Design science research solves problems in a
more effective and efficient manner by creat-
ing an artifact to represent the proposed solu-
tion [10]. Because of the nature of many de-
sign-research problems, an optimal solution
may not always be possible [26]. A designer
searches available alternatives until an ac-
ceptable alternative is found.
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Fig 3: Mobile Security Input Keyboard.

In this research, two artifacts were created.
The first was the mobile security input key-
board that the participants in the study were
evaluating (Fig. 3). Details about the design
choices of that artifact and tasks performed to
experience the security interface is not the fo-
cus of this research, but can be found in [11].

The second artifact created was an instrument
to administer the SUS survey about user satis-
faction when interacting with the first artifact.
Surveys are a widely accepted method for
gathering this measure within both the security
and usability communities [2].

The SUS uses the following response format
shown in Fig. 4. It uses a 5 point scale to as-
sess user attitudes [16]. The results of raw
SUS scores when converted to percentiles
yield a letter grade for the application which
can be compared to other studies.

. Strongly
hgree
5

‘ Strongly
Disagree
1

0 0 0 0 0
Fie. 4 Standard SUS Reported Likert

Exposing subjects to another software inter-
face to authenticate to collect survey data
could influence the user perception of the tar-
get interface. This is the change of context
discussed earlier, that can be a distractor and
impact self-reported data quality. To avoid
this the presentation of the survey was de-
signed according to the same usability princi-
ples as used for mobile security input key-
board, and matched to the look and feel.

To remove the dependence on correct transla-
tion of the Likert scale by any subject, the
words and numbers seen in Fig 4 were re-
placed with five colored buttons. The use of
color with green to indicate positive and red to
indicate negative, with white as neutral, con-



serves user effort by indicating meaning with-
out requiring the user to read the screen (Fig
5). This follows the Finstad study that uses
images to solicit responses to eliminate the
need to read the scale [7]. The on-screen tar-
gets for responses are the recommended size
of 9.2 mm to allow easy acquisition from a
touchscreen [18]

Fig 5. Mobile-optimized Response Format with
Color Coding

As the user enters the SUS instrument they are
prompted to choose a language, with ASL as
an option. In place of the words of the SUS
question, a video option appears. The user can
click to view the question in ASL. The ASL
versions of the SUS survey were created by
researchers at the Rochester Institute of Tech-
nology [1] by native ASL signers. These re-
cordings have been made available for use by
other researchers in hopes of creating more
inclusive HCI related studies.

Evaluation

The design choices decreased the cognitive
load process (Fig. 1) in the Question Compre-
hension stage, and the Response Stage.
Providing the native language, ASL, of poten-
tial DHH subjects reduces the cognitive load
of comprehension. Providing color-coded
response buttons, which also the correct size
to be defined as usable on a mobile phone, re-
duces the cognitive load of response. The
artifact is designed to be stand-alone and reus-
able in multiple studies.

The single question Net Promoter Score (NPS)
and Adjective scales, which are also available
in ASL, will be used to rate the usability of the
accessible SUS instrument [1] This is used to
separate feedback on the two artifacts (Fig.6) .

11. Overall, | would rate the user-friendliness of this product as:
Worst Awful Poor oK Good Excellent Best
Imaginable Imaginable

12. How likely is it that you would r the product to a friend or
| 7 8 9

du
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Not at all Neutral Extremely
Likely Likely

Fig. 6 — Single Question NPS and Adjective Scales

Current Status and Future

The pilot group of participants will be ad-
vanced undergraduate students in ASL. The
students range between 18-30 years of age and
are non-native speakers of ASL. After the
pilot, recruitment of native ASL speakers will
begin from the deaf community near the uni-
versity.  Recruitment and pilot phases have
been delayed due to restrictions imposed by
the Covid-19 pandemic.

After the ASL version is evaluated, the option
for other foreign languages will be added.
Translations of the SUS are also available for
Polish, German, French, and Spanish [1].
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